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Roadmap

* Announcements
o Lrades-RAlieny
Timer Question
Battleboats

— Teamwork expectations

— Owverview

* Demo

BREAK
— MNegotiation Module

— Transmission Modula

IMessage Module

Field Module

Agent 5M Module

BREAK (7)

— Parallel SMs (?)

— Transmission protocols {7

— Randomness (7}
— Hashing (7}
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Announcements

e Lab 8 extended to tonight at midnight
e Lab 9 postponed: Out today, due next Tuesday

e Lab 10 proposal deadline extended to Tomorrow

b
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Announcements

e Gitlab still “down”!

— See piazza post on workaround

— I[f HTTPS isn’t back up by Thursday, this workaround will be
required!

':LI+L"‘ r__—‘-\__
S

L Tk.;'i{
Siv) x ° Feyvefs

é

UCSC CMPE-013/L Summer 2018




Battleboats:
TEAMWORK EXPECTATIONS
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i |V O ThO
T J/{— Battleboats: Teamwork —JO

e 4 Modules to write

>
— Each partner writes 2 modules
A ot
7 — Andthe other 2 test harnesses
— You pick
y ‘ )
Messey e Fi.l) e Both partners must:
— understand each other’s code
N‘lf'l'l""‘!h
b,
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Battleboats: Partnered Submission

e Both partners are
graded on the same

— Only one partner has to
git submit the code
base

e But each turns in their
Gwr( READMIE.txt ]

- Botﬂh partners git
submit a README

Alice's submission

Alice's README

All of Alice
and Bob's code

Bob's README ‘

Bob's submission
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Battleboats: Partnered READMEs

CruzlD: alice@ucsc.edu

CruzlD: bob@ucsc.edu

MY REPO CONTAINS THE FINAL VERSION OF

THE PROJECT.
M =~
| WROTE:

-AGENT.C
-NEGOTIATION.C.
-MESSAGETEST.C

| -FIELDTEST.C

ALICE™S REPO CONTAINS THE FINAL VERSION
OF THE PROJECT.

I WROTE:
~AGENTTEST.C
-NEGOTIATIONTEST.C.
-MESSAGE.C

-FIELD.C

Please note we implemented the Field &l for
extra credit, and it beats the staff Al 95% of
the time.

=

Our Al destroys yours, give me extra points for
that.

Intreduction:
In this lab, we...

Introduction:
Lab09 was absolutely wild. 1 ..

Max Lichtenstein
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Battleboats: Solo option

e Pick 2 options

— If you pick Negotiation you
—
must also do an extra test
harness

e You still must:

— understand the whole system

/
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o
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Battleboats: Solo READMEs

CruzlD: carol@ucsc.edu
oL o

| WROTE:

-AGENT.C

-NEGOTIATION.C.

-AGENT_TEST.C

-NEGOTIATION_TEST.C

-FIELDTEST.C

| implemented a human agent for extra credit.

Introduction:
This lab was so unbelievably ....

é
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Battleboats: How to work as a team

e Communicate frequently

— Schedule v
— Workload l/
— Strategy |V

— Comprehension \./

e Trustisrequired v

— Test harnesses can build trust!

b
(cp
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Battleboats: Team expectations

e Conflict resolution
— Be professional adults \/
— Listen to each other —_—

— Respect each other —
— Tell staff EARLY if there are serious issues! '\/

e Work Together
- Time
— Don't destroy each other’'s work

* {unless you agree to)

* Share workload ’/‘{E

o
W
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Battleboats:
Overview

=
&
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BattleBoats v2

 More modular Prilalt

B

— Easier in some ways! ;
Inny  Erropy

e \ore visibility, Easier to debug
e Easier to divide and conquer
— harder in others:

e Top level is a bit harder to understand

e \ore diagrams are required

X w
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BattleBoats v2

e New Who-goes-first protocol
— Uses roles-based handshake
— More intuitive (maybe?)
— More work (sort of?)

e
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What is Battleboats?
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Max Lichtenstein

What is Battleboats?

Ok, row 5, column 3.

First
Rals. Your um now. Agent
row 1 column 17
You sunk my small ship 2
First
Agent

row 5 column 3 is a miss!

Second
Agent

How about row 1, column 17

Second
Agent

Sweel! R's your tum.

UCSC CMPE-013/L Summer 2018



What is Battleboats?

2 Player game

L]

Each player keeps 2 grids:
— Their own
— Estimate of their opponent’s

Take turns guessing squares
— You lose if all your boats sink

L]

A game of chance?

— Not entirely!

Max Lichtenstein
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What is Battleboats, Really?

e Like any turn-based game:
—A state machine (or pair of parallel SMs)
—A communication protocol
—Two intelligent agents

*Or at least, 2 agents which can correctly
follow the rules

-4
J,L..,
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BattleBoats top level

MESSAGE SENT events

ess5ages
to send

Transmission Service ‘

Max Lichtenstein UCSC CMPE-013/L Summer 2018
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\
S 4

BattleBoats top level

BUTTON_EVENTS

ransmission Service

code

Button Service

Buttons Module

UART Module

T

‘ i Human User

Max Lichtenstein

UART signals
over wires or USB)

i Opponent (Robot? Human?)

-
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Battleboats gameplay

e Coin flip

e followed by turn
taking

Max Lichtenstein

Second Agent

First Agent

Coin flip negotiaton

ik

SHO:r, ¢

RES:r,c, s

SHO:r, ¢

RES:r, c, s

é
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Battleboats for Computers:

e Cryptographic “coin flip” protocol Tl{ l/)j_

— A “commitment scheme”

e Specialized message format @
- $RES,2,2,0%58)1,
- $SHO,4,11%60\L, V' Emnp

¢ Randomness

ot

s

o
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Max Lichtenstein

REAb IT:
Main file:

Trans smissisn

M‘Juf{

Qgi
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T — Main file:

Tp | s 177N Loy p
{J** T-.:.:-_.\_.. e = gl bbbl

furk

o B Clees
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Main file:
Vot

UarclInic (UART_BAUD RATE) ;
OpenTimer2 (T2 ON | T2 _SOURCE_INT | T2 PS5 _1 16, BORRD GerPEClack() [ 16 J 100): A—(T
BucconsInitc() : WE
OledInie(};:

AgencInic():

fFfHain -_"3?]’.‘:
while (TRUE) {

! if (BAttlaboacEvent.cype != BB EVENT NO EVENT) { '.-F £ u‘_,{—"--

l_ﬁqencnun {baceleboatEveant) !

S

G En
if (message to send.cype !m MESSAGE NONE) | r SM

Transmission _StartSendingMessage (Gmessage to send) J }‘m_} ‘ﬂ"\ ¢ ISS

.-{bac tlesboatEvent.type = BB_EVENT NO _EVENT: (_.,-\'S LA M [ f e, j—-
}

woid _ ISR{_TIMER 2 VECTOR, IPL4AUTO) TimerIncerruptlOoHz(void)
IE|

:JLFIL'.E_L'. bucconEventa = ButtonaCheckEventa() :

I if (buttonEvencs & BUTTON EVENT 4UP} {|
batcleboacEvenc.cype = BB EVENI START BUTTON: J 6 ,,__f'f_-‘—-.‘,._,

L

T SendChaz () : 2 Sead,.
Tranemission ReceiveChar () ; u""n R
J akle ij.’.l*d‘}

F
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Demo!

Then BREAK

é
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Negotiation

é
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Who goes first

e Cannot flip a coin!
— Why not generate a random number?

dSY¢ (oviLo g

— Why not have both parties generate random numbers?

A
s

Le<t

S
5

K;IH'J"
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Coin Flip Commitment Scheme

4.
5.

6.

Alice generates a secret (random) number, A

Alice uses her secret number to generates a
commitment number, #a oA =l o5 h[,A)

— She uses a hash (a one-way function)
— She sends it to Bob

Bob generates a (random) number, B

— He sends it to Alice

Alice sends A to Bob

Az hoy' (o)

~= A%4
4z R

Alice and Bob can both use A and B to determine

heads or tails

And, Bob can compare #a and A to ensure Alice

kept her commitment

ot

s

o
W
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Max I.u:l'ltnrlihlrl

Commitment Scheme

| challenge you!
| made up a secrel
number (A),
and | wont tell
you what it was yet,
but here's its
hash signature (#a) so later
you know I'm not ying!
DxBEFS

First
Agent
Ha! My secret
number (A) was
Ox5AE61
and ( 0x5A61 XOR Ox3E4A) | ™~
LA L ir - —
0x642B8 has parity 1,
s0 | guess that'® heads.
| shoot first! First
Agent

Second
Agent

Second
Agent

| made up a number

Well okay.

too, itis
Ox3E4A

Hmm,

" The hash of 0x5A61
i5 in fact OxB6FS,
Seems legit!

Oh well, | guess
they go first,

UCSC CMPE-013/L Summer 2018



Commitment Scheme

First {‘i*-'hu,
Agent
ek \ 1 e s -
AT i C ] stade Vimsre—
o] felll o
! HA: #a b
NS T A
Ve A .:.

‘/?C‘V- fL{J.‘f'fﬂ;] §
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Commitment Scheme Details

,n et
e One way function is “beef hash”:
f#ta = A> mod OxBEEF
( ‘f*-u,,n )
e CoinFlip(A,B) = parity(A XOR B) —e
CedH

ollol ocoo

12 3 d——"‘
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Transmission

iman
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Serial Communication (UART)
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Serial Communication (UART)
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31g dois

then the Time/Bit = 1/9600 s

Serial Communication (UART)
If the Baud Rate = 9600 bps

- e o = e

oV

:T?
\ &Y 4

UCSC CMPE-013/L Summer
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Serial Communication

First Agent Second Agent

|
) &
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Serial Communication

retum F—F\ LEE Lk "0.g

POINT 0. @
l ratum L

DECIMAL_POINT 1S_INT 4 9
ralum L

IS F

é
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Message
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Bit flipping




/NMEA
NEMA Message Protocol

$GPGGA,092750.000,5321.6802,N,00630.3372,W,1,8,1.03,61.7,M,55.2,M, ,*76
$GPGSA,A,3,10,07,05,02,29,04,08,13,,,,,1.72,1.03,1.38%0A

$GPGSV 3,1,11,1@,53,13?,1?,9?,61,@93,15,@5,59,29@,2@,93,54,15?,3(3{*57
$GPGSV, 3,2,11,02,39,223,19,13,28,070,17,26, 23,252, ,04,14, 186, 14*79
$GPGSV, 3,3,11,29,09,301,24,16,09,020, ,36, ,,*76

$GPRMC ,092750.000,A,5321.6802,N,00630,3372,W,0.02,31.66,280511, , ,A*43
$GPGGA,092751.000,5321.6802,N,00630.3371,W,1,8,1.03,61.7,M,55.3,M, ,*75
$GPGSA,A,3,10,07,05,02,29,04,08,13,,,,,1.72,1.03,1.38%0A
$GPGSV,3,1,11,10,63,137,17,07,61,098,15,05,59,290,20,08,54,157,30*70
$GPGSV,3,2,11,02,39,223,16,13,28,070,17,26,23,252,,04,14,186,15*77
$GPGSV, 3,3,11,29,09,301,24,16,09,020,,36,,,*76

$GPRMC ,092751.000,A,5321.6802,N,00630,3371,W,0.06,31.66,280511, , ,A*45

Max Lichtenstein UCSC CMPE-013/L Summer 2018



£
NEMA Message Protocol

Meszage 1D Field Delimiters

SISHO|,A4(,1 1*16 O\ n

Checksum
Payload Checksum

Start Delimiter End
Deluniter Delimiter

Max Lichtenstein UCSC CMPE-013/L Summer 2018




e XOR each char together

JDec He Oct Himl Chr (Dec Hx Oct Hirml Chrl
32 20 040 <F32: Space| 64 40 100 <Fé4: B
33 21 D4l «F33; ! 65 41 L0l «FE5; A
34 22 042 cN34: " 66 42 102 cNES: B
35 23 043 «F35; 4 67 43 103 «FE7; C
36 24 049 F36; % 68 44 104 <F68; D |
37 25 045 «F37; % &9 45 105 &F65; E |
38 26 046 <#38) < T0 46 LOg <70} F |
39 27 047 £¥35; T1 47 10T £FTL: G|,
Q40 26 050 sFd0; [ 72 48 L10 «F72; H |
4l 29 051 «Fql: ) T3 49 111 £F73: I |

)| 42 ZA 052 sFd2Z; ™ T4 4k L1Z <FT4; T |
43 2B 053 «F93; + 75 4B 113 «F75: E |

j| 44 2C 054 Fd4; | T6 AC 114 <F76; L |
45 2D 055 «F45; - TT 4ADb L15 &F77: N |
46 ZE 056 <F46; . T8 4E 116 «F78; W |
47 2F 057 «#47; / T9 O4F L1T £¥T9: 0 |
45 30 060 £#43; 0 &0 50 120 <FB0; F |
43 31 061 «F49: 1 8l 51 121 «FBL: 0O |,
50 3Z D6Z £#50; 2 82 52 122 «FBE; R |
5L 3% 063 <F5L: 3 B3 53 123 «F83: 5 |
52 34 064 4F52; 4 B4 54 124 «FE4; T |
£3 35 065 cF53: 5 85 55 125 &F85: U |
54 36 066 «#54; 6 86 56 126 «FB6: V |
55 3T 067 «F55; 7 BT 5T L2T &FE7: W
56 3B 070 £#56; @ 86 58 130 £FEE: X |
£7 35 OTL <457 9 89 59 L3l <FB5; ¥ |
56 JA 072 cF58; : 90 Sh L3z «FF0; I |
£9 3B 073 F59;: ; 9L 5B 133 «F8L; [ |
60 3C 074 £FE0; < 92 5C 134 £F92: V|
&L 3 075 <FEL; - 93 5D L35 <F93; ] |
B2 3E 076 &FG2} » 94 S5E 136 «F54; °

B | £33 3F 077 <63 2 9% 5F 137 &F95; _
Max Lichtenswin =

Checksums

|[oen |
@ ool |4
-

laal
x ¢ Y o ¢

x4 L Gus
> Fe 09

G 42
5
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Checksums

e XOR each char together

JDec He Ot Himl Chr |Dec He Oct Himl Chel
32 20 040 <F32: Space| 64 40 100 <Fé4: B
33 Z1 D4l £#33; ! 65 41 101 <F65; A
34 22 042 oF34: " 66 42 102 cFE5: B
35 23 043 «F35; 4 67 43 103 «FE7; C
36 24 049 F36; % 68 44 104 <F68; D |
37 25 045 «F37; % &9 45 105 &F65; E |
38 26 046 <#38) < T0 46 LOg <70} F |
39 27 047 £¥35; T1 47 10T £FTL: G|,
Q40 26 050 sFd0; [ 72 48 L10 «F72; H |
4l 29 051 «Fql: ) T3 49 111 £F73: I |

)| 42 ZA 052 sFd2Z; ™ T4 4k L1Z <FT4; T |
43 2B 053 «F93; + 75 4B 113 «F75: E |

j| 44 2C 054 Fd4; | T6 AC 114 <F76; L |
45 2D 055 «F45; - TT 4ADb L15 &F77: N |
46 ZE 056 <F46; . T8 4E 116 «F78; W |
47 ZF 057 «#q7; J T9 AF L1T £F7H: 0 |
45 30 060 £#43; 0 &0 50 120 <FB0; F |
43 31 D&l «F49; 1 8L 51 121 eFBL; 0O |,
50 3Z D6Z £#50; 2 82 52 122 «FBE; R |
5L 3% 063 <F5L: 3 B3 53 123 «F83: 5 |
52 34 064 4F52; 4 B4 54 124 «FE4; T |
53 35 065 <F53: 5 8BS 55 125 N85 U |
54 36 066 «#54; 6 86 56 126 «FB6: V |
55 3T 067 «F55; 7 BT 5T L2T &FET; W |
56 3B 070 £#56; @ 86 58 130 £FEE: X |
£7 3% O7L «#57; 9 B9 59 L3l «FBS: Y |
56 JA 072 cF58; : 90 Sh L3z «FF0; I |
£9 3B 073 F59;: ; 9L 5B 133 «F8L; [ |
60 3C 074 £FE0; < 92 5C 134 £F92: V|
&L 3 075 <FEL; - 93 5D L35 <F93; ] |
B2 3E 076 &FG2} » 94 S5E 136 «F54; * |

B | £33 3F 077 <63 2 95 EF 137 <H95:
Max Lichtenswin =
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Field
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Field
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Agent
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Agent

e Responsible for:
— Ordering Communication
— Communicating with user
— Connecting the other modules to create gameplay

é
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 Mogctatan {irm any skl

I
RESET BUTTON
E a coena! all daka
| by Mirw G LR

)

genamto B
sand ACC
rw Bz Mk

Agent SM

(Trcm @y skale)

ERROR
ity

g rOpr e
A0 10
s

[End screan
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(from any stale)

ERROR
display
appropriate
meassage to
usar

End screan

S,



sand REV
(o end
scraan)

[taits]

) ({lo attacking)
(o delending )

wailing o sand
A
|etse
sand res
o and screan) o end sorean)

SHO RECEIVED
up own e
sand RES
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=
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Protocol sequence diagram for
turn order negotiation phase:

accepting

First
Agent
T 1 1
[ | [ r ™
(| [
Start [ | (.
> [ | [
BTN4 l—l— Al [ Start
DOWN Ha [
P
[
[
challenging [ : I >_<
I
I
I
I
I
I
I
I
I

Once an agant has both A and B,
that agent can determine the result
of the coin flip (heads or tails)

ST
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Max Lichtenstein

First Agent Seco

Protocol sequence diagram for
gameplay phase:

2

Agant

Cain flip negotiaton

First Attacker
5 deltermined

.

attacking

&

defanding

attacking

waiting to send

F' ™

SHO:r, ¢
defending

RES:rc.s waiting to send

SHO:r,

é_\,.
%
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Battleboats Tips:

e Stay calm!

— Much easier if you frontload!
e /JOOMm in, zoom out

e TEST TEST TEST

— Test early, test often

e Trust!

ot
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BREAK
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Battleboats Extra Credit

Implement a human agent

Implement a cheating agent

Implement a Very Good™* Al

Implement error recovery

b
€Y
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How fast can an ISR go?

=
&
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FIGURE 13-1: TIMER1 BLOCK DIAGRAM(")

PR1
Y

16-bit Comparator

it
TMR1

TSYNC (T1CON<2>)

[}
I
i
o — |

T1IF I
Event Flag o D
a —
TGATE (T1CON<7=)
' SOSCOITICK : [}1
! ! Gate
. SOSCEN Syne
: soscl :
! ! PBCLK

Note 1: The default state of the SOSCEN (OSCCON<1>) during a device Reset is controlled by the FSOSCEN bit in

Configuration Word DEVCFG1.

TGATE (TICON<7>)
TCS (TICON<13>)
ON (T1CON<15>)

TCKPS<1:0>
(T1CON<5:4>)

—— L
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FIGURE 8-1:

PIC32MX3XX/4XX FAMILY CLOCK DIAGRAM

M use PLL a
| all I
I UFm [USB Clock (48 MHz)
| +— dwvx | PLL x24 b div 2 |
| UF = 4 MHz UPL U:RCEN|
Primary Oscillator (Posc) L || upLLiDIV<2:0> |
Cﬂ‘"‘ o8c1 XT,HS,EC  _
Tl? Internal 4 MHz = Fin = 5 MHz XTPLL, HSPLL X
] ] Peripherals
Logic ] Fin _ ECPLL, FRCPLL . Pusucalur Bl el
div x PLL ™= divy - div x PRCLK
I |
z;I:- PLL Input Divider | PLL Output Divider
o2 OSC2l) FPLLIDIV=2:10= PLLODIV=2:0= PROIV<10>
FRC 1 PLL Multiplier
Oscillatey |—{ COSC<20> PLLMULT<2:0> -
8 MHz typical L
TUN<5:0> o 16 FRCIE
CPU and Select Peripherals
FRCDIV el
|  Postscaler = SYSCLK
|
FRCDIV<2:0>
LPRC LPRC _
Oacitator 31.25 kHz typical
Secondary Oscillator (Sosc)
sosco L L., 32.788 kHz Sosc /(
v
SOSCEM and FSOSCEN
@ Clock Control Logic
e Fail-Safe | | FSCMINT
S0sCI Clock
e L oritne_J, . L FSCM Event




bit 18-16 PLLMULT<2:0>: Phase-Locked Loop (PLL) Multiplier bits

The POR default is set by the FPLLMUL<2:0> bits (DEVCFG2<6:4>). Do not change these bits if the PLL
is enabled. Refer to the “Special Features" chapter in the specific device data sheet for details.

111 = Clock is multiplied by 24

110 = Clock is multiplied by 21

101 = Clock is multiplied by 20

100 = Clock is multiplied by 19

011 = Clock is multiplied by 18

010 = Clock is multiplied by 17

001 = Clock is multiplied by 16

000 = Clock is multiplied by 15

"ﬁ
Sl
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High-Performance 32-bit RISC CPU:

+ MIPS32® M4K® 32-bit core with 5-stage pipeline

* 80 MHz maximum frequency

+ 1.56 DMIPS/MHz (Dhrystone 2.1) performance at
0 wait state Flash access

+ Single-cycle multiply and high-performance divide
unit

« MIPS16e® mode for up to 40% smaller code size

+ Two sets of 32 core register files (32-bit) to reduce
interrupt latency

* Prefetch Cache module to speed execution from
Flash

&
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woid ISR{ TIMER 1 VECTOR, IPL4AUTO) TimerlHandler (void) |
INTClearFlag (INT_T1):
if (++timerData.value > SWITCH STATES () |
cimerDAaTa,SVenT = Trusd
timerData.value = O;
}
h?cii _ ISR(_TIMER 1 VECTOR, IFL4AUTO) TimerlHandler (woid)

é

HQxBDGGZ?SH:

OxFDODIETY:
OxSDO0ZEFC:
QxSDO02700:
oxSDO027049:
Qx5DO02708:
OxSDO0270C:
OxFDOO2TL0:
OxSDO02714:
0xsD002718:
OxSDO02Z7T1C:
0xSDO02720:
OoxSDO02724:
Qx5D002728:
OxSDOo0272C:
0x5D002730:
OxSDO02734:
OxFDO02TIA:
OxSDO0273C:
0x9D002740:
oxSDO0Z744:
0x9D002748:
OxSDO0274C:
QxSD002750:
OxSDO02754:

MFPCD K1,
MPCO HO,
ADDIO SF
W El, 1
MFCD K1,
SW EO, 1
SW OEl, 1
INS HL,
CRI El,
MTCO H1,
W vi, 2
SW VO, 2
LW v1, 1
AMDI V1,
BHE V1,
NOP

SW HER,
sW 53, 8
SW TS, 8
W TSI, 8
W T, 7
SW TE, 7
W TS
-

P F)

BDPGEFR 5F,

5P

ER5Ccl

s SPy; =120
1E(5F)
Scacus
QB (5F)
12 (SF)
ZEROD, 1,
El, 4096
Etatus
8(5F)

4 (5F)

08 [SF)
15
oxSD0oO02780

15

oy
Vi,
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What happens

when an
interrupt
occurs?
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